encryption key' 
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Overwrite digital signature bytes 
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Overwrite digital signature bytes 
with encrypted hash digest bytes 
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Figure 2A 



Start 



Input: Plain text Encryption Key "K[]"; Internal y:^100 
Identifier "HD"; Percentage of Random Data "PR" 

Y 




DATA_LENGTH^ length of plain text; HASH_^LENGTH<~ length of hash digest; 
INDEX <- 0: INDEX2 <r- Q: InitiaHze STO to 2551 <- Oto 255 respectively; 

V 



^105 



Shuffle T : shuffle S[ ] based on key and store the last shuffle position as TW 
TW ^ (TW * TW + S [ TW] ) mod 256; hiitialize Ran do mnuniber generator 



'110 



FO <r- integer based on the key K[]; HD ^ ED + FO; Fl <- FO; 
Evaluate (Fl , FQ) ^ (NLF(nD^l , FO), Fl ) three times; 



^115 



ShllfOsJl: shuffle S[] based on Fl EXORDD; (Fl, FO) ^ (NLF(nD, Fl, FO), Fl) 










Initialize Random Number Generator 


^125 



1^ 



TAR ^ (Least significant byte of Fl) (BXOR) PR 




TAR ^ (Least significant byte of Fl ) (BXOR) TW 
TAR ^ (TAR+TW) mod 256; 
TW <-(TW + S [TW] + TAR) mod 256 
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TAR ^ (Least significant byte of Fl) ( BXOIQ TW 
TW TW + S [ TW] 



170 



TAR=10 




175 
1_ 



Generate "TAR" random data and initialize "HASH_LENGTH" hash bytes. Mix the randomdata 
and hash positions. Calculate the hash of the mixed data sequence. Bicrypt the hash, and copy 
to the allocated hash positions in the data sequoice. (Figures 3 and 4A) 



(Fl, FO) <- (NLF(nD, Fl , FO), Fl) 
| < = 
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Figure 2B 




(Fl, F0)<-(NLF(IID,F1,F0X Fl) 
COUNT ^ (Least significant byte of Fl) BXQRTW 
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195 

r / 


Output: Cipher text C[]. 
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f 




. Stop 



Circular copy of COUNT elements of S [] starting at least significant byte of Fl . 
Perform a mixing (irreversible) transformation and store the data in HIDE (Figure 14). 
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(Fl, FO) <r- (NLF(IID, Fl , FO), Fl ); Tl <~ Fl 




> 




COUNT <r- DATA_LENGTH- INDEX 




TAR ^ integerpart of ( TW*PR/100) 
TW ^ (TW +PR + S[TW])mod 256 



240- 



TAR^ TW 
TW <r- (TW * TW + S [ TW]) mod 256 
TAR<-TARBXORTW 
TW (TW BXORS [ TW] + TW ) mod 256 



J. 



Identify COUNT cipher text and HASH_LENGTHhash byte 
positions. Bicrypt the plain text and initialize the hash byte positions. 
Generate TAR random data. Mix this combined stream (cipher text 
and initialized hash positions) with the random data. Evaluate the 
hash of the data. Encrypt and copy the hash digest to the reserved 
hash positions (Figures 5-8). 


Encrypt COUNT plain text and initialize 
HASH_LENGTH hash bytes. Mixthe cipher text and 
hash positions. Calculate the hash of the data. 
Bicrypt and copy the hash digest to the reserved hash 
positions (Figures 9-10) 
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245 



Start 

V , J 



Input: TW,S[], C[ ], HA SH_ LENGTH, TAR, 1NDEX2, Fl 



'300 



InitiaHze RAND_RATIO and HASH_ RATIO reflecting the ratio TAR : HASH_LENGTH 
RAND_COUOT ^ 0; HASH_ COUNT ^ 0; j ^ 0; OUT []; HASH_POS []; 



.^02 





RAND_NUM ^ TW (&&) RAND^RATIO; TW <- TW (BXOR) S[TW]; 
HASHJNPLJM <- TW (&&) HASH__RATIO; 
TW (RAND_NUM * TW + S[ TW] + HASH_NUM) mod 256; 





Generate Random Byte RB; OUTO] ^ RB BXOR TW 
TW^(y+ TW+S[TW])niod256; 
increment j; 



increment y; 



-316 



increment RAND_COUNT by RAND_NUM 
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Figure 3 
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Y 



is (HASH_COUNT + HASH_NUM) 
>HASH LENGTH 



N 



HASH NUM^ HASH LENGTH - HASH_ COUNT 



Identify (j to j + HASH_NUM-1) positions as hash byte positions; 
Store positions in HASH_POS D; 

OUT [j to (j+HASH_NUM-l)] <- j to (j+HASH_NUM-l) initialize hash positions; 
hicrement j and HASH, COUNT by HASH_NUM; 



26 




HASH_NUM^ HASH_LENGTH - HASH_ COUNT; 

Identify G to j + HASH_NUM-1) positions as hash byte positions. 

Store positions in HASH_POS []; 

OUT [j to (j+HASH_NUM-l)] <- j to (j+HASH_NUM-l); Initialize hash positions 
Increment j and HASH_ COUNT by HASH_NUM; 



330 




Tl ^ Circular Right Shif^ by one bit; 

TW ^ (y + TW BXOR S[TW ] ) mod 256; T2 ^ HASH__BYTES[y]; 

OUT [HASH_POS[y]] ^ S [T2 ] (BXOR) Tl (BXOR)TW; 

T3 -^(T2*y+TW)mod 256;Srr21 <-> S [TBI; 



/338 



increment y; 
1 



'340 



C [INDEX2to (INDEX2+j-l)] <- OUT [0 to (j-1)] 



'342 



Stop 



Figure 4A 



RAND RATIO : HASH_RATIO 



TAR : HASH LENGTH 
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Figure 4B 



Start 



Input: N1,N2 



-381 



N3 - integer part of ((N 1 * 1 00) / N2) 



-382 



383. 





Rl <- 1; R2 <- 127 


< « 
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Rl <- 3; R2 <- 63 


< 


< 
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Rl ^7; R2 ^ 31 



389- 





Rl 15; R2 15 


< < 


< 
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Rl <-31;R2 <r-l 



393. 



Rl <- 3; R2 ^ 63 
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Rl <- 127; R2 <- 1 



Return Rl, R2 
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Figure 4C 



Start 



400 



Input: TW, S[ ], P[ ], C[ ], HASH_ LENGTH, COUNT, HIDE[ ],T1, INDEX, TAR 



IN [ ] <- P [INDEX to (INDEX + COUNT-!)]; increment INDEX by COUNT; 

Initia]i2e DATA_RATIO and HASH_RATIO reflecting the ratio COUNT: HASH_ LENGTH 

DATA_COUNT<~ 0; HASH_ COUNTS 0; j ^0; 

DATA_HASH_POS [ ]; HASH_POS [ ]; OUT[] 




MOl 



403 



DATA_NUM^ TW (&&) DATA_RATIO; TW ^ TW (BXOR) S[TW]; 

HASH_NUM<- TW (&&) HASH_RATIO; 

TW (DATA_NUM * TW + S [TW] + HASH_NUM) mod 256; 




DATA_NUM<- 1; 

TW <- (TW (BXOR) HIDE [HASH_NUM mod COUNT] 
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G 



HASH_NUM^ 1; 
TW ^ (TW + S [TW] ) mod 256; S [ HASH_NUM1 ^ S [TW] 
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DATA NUM^ COUNT "DATA COUNT 



T 



mark positions j to (j + DATA_NUM-1) in DATA_HASH_POS [] as cipher text positions; 
increment j and DATA_COUNT by DATA_NUM; 





MIO 



Figure 5 




HASH NUM^ HASH LENGTH - HASH_ COUNT 



mark positions j to (j + HASH_NUM-1) in DATA_HASH_POS as hash positions; 
increment j and HASH_COUNT by HASH„NUM^ 



-422 




mark positions j to (j + (HASH_LENGrH - HASH_C0UNT-1)) for storing hash bytes. 

increment j by (HASH^LENGTH - HASH_CQUNT) 



bitiaHze RAND_RATIO and COMBINE_RATIO reflecting the ratio TAR: (COUNT + HASH_,LENGTH) 

' — ^ ^ ~ 



RAND_COUNT<- 0; COMBINE_COUNT 0; DATA_COUNT <- 0; 
HASH COUNT<-0;i^ 0; 



5 



■432 
^433 



COMBINE_NUM <- TW (&&) COMBINE_RATIO; TW ^ (COMBINE_NUM * TW + S [TW]) mod 256 
RAND_NUM ^ TW (&&) RAND^RATIO; TW ^ TW (BXOR) S [TW]; 




434 



COMBINE NUM^ 2; TW <- (TW + S [TW] ) mod 256; S [0] ^ S [TW] 
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Figure 6 



RAND_NUM 1; TW ^ (TW (BXOR) HIDE [COMBIN[E_NUM mod COUNT]) 



'439 



is (COMBINE_NUM + DATA_COUNT + 
HASH_COUNT) > (COUNT + HASH__LENGTH) 



N 




Tl <r- Circular Right Shift by one bit; 
TW <- (y + TW + S[TW] ) n>od 256; 

T2 ^ IN [DATA_COUNT| BXORHIDE[DATA_COUNT|; 
OUT D] ^ S[T2 ] (BXOR) Tl (BXOR)TW; 
T3 <- (T2+TW )Tnod256;S[T2] o S|T3]; 
increment j and DATA_COUNT 



7 



initialize value at hash position; 

OUTQ]^ j; 

store j in HASH_POS []; 

increment j and HASH__COUNT; 
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increment y and COMBINE^ COUNT; 
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is RAND COUNT + RAND_NUM > TAR 



N 



RAND_NUM <r- TA R - RAND_ COUNT 
7 — \ 
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Figure 7 




generate random byte RB; 

if y mod 3 = 0, OUT [ j] TW (BXOR) RB; 

if y mod 3= 1, OUT [j] <- (TW +RB) mod 256; 

if y mo d 3 - 2, OUT [ j] ^ ((TW (BXOR) RB) + TW ) mod 256; 



TW <^ (y + TW + S [ T W]) mod 256 



-452 



T4 ^ (COUNT + HASH^LENGTH - COMBINE_COUNT); 

OUT [j to (j+T4-l)] jto (j+T4-l); initialize hash positions; 

store jto (j^T4-l) in HASH_POS []; increment j and COMBINE, COUNT by T4 ; 
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y <-0 

T4 <- (TAR - RAND_ COUNT) 



459 




increment RAND_COUNT by T4 



Generate Random byte R^ 
OUT [j] <- RB BXORTW; 
TW <-( y *TW + S [TW]) mod 256; 



increment yandj 




456 




Calculate hash digest of OUT [0 to ( j-1)]; 
Sicrypt and copy hash bytes to OUT [] at positions 
stored in HASH_POS []; 

C[INDEX2to(INDEX2 + j-l)] ^ OUT [0 to (j-1)] 
increment INDEX2 by j 
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Stop 
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Figure 8 



Start 



Input: TW, S[ ], P[ ], C[ ], HASH_LENGTH, COUNT, HIDE[ ], Tl. INDEX 



y 
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IN [] P[INDEX to (INDEX+COUNT- 1) ]; increment INDEX by COUNT; 

Initialize DATA_RATIO and HASH_ RATI Ore fleeting the ratio COUNT : HASH_ LENGTH 

DATA_COUNT ^ 0; HASH_COUNT^ 0; j ^ 0; OUT []; HASH_POS Q; 



'505 





D 



DATA_NUM ^ TW (&&) DATA_RATIO; TW TW (BXOR) S[TW]; 
HASH_NUM<- TW (&&) HASH_RAT10; 
TW <- (DATA_NUM * TW + S[TW] + HASH__NUM) mod 256; 




DATA_NUM<~ 1; TW ^ (TW + S[TW] ) mod 256; 

S[HASH_NU]Vg ^ S[TW] 



-525 
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HASH NUM^ 1;TW <-TW (BXOR) HIDE[DATA_NUMmod COUNT] 



DATA NUM <r- COUNT - DATA_COUNT 
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Figure 9 
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Tl ^Circular Right Shift by one bit; 
TW ^ (y + TW + S[TW] ) mod 256; 
T2 ^ IN [DATA_COUNT] BXORHIDE[DATA_COUNT|; 
OUT [j] ^ S [T2 ] (BXOE) Tl (BXOR) TW; 
T3 4- ( T2 + TW ) mod 256; S [ T2] o S [T3]; 
Increment j and DATA_COUNT; 



/ 



560 




Identify (jto (j + HASH__NUM-l)) positions as hash byte positions; 
Store positions in HASH_POS Q; 

OUT [jto (j+HASH_NUM-l)]^ jto (j+HASH_NUM-l) ; Initialize hash positions; 
Increment j and HASH„ COUNT by HASH NUM; 




HASH_NUM ^ HASH_LENGTH - HASH_ COUNT; 
Identify (j to (j + HASH_NUM-1)) positions as hash byte positions. 
Store positions in HASH_POS []; 
OUT [j to (j+HASH_NUM-l)] <- j to (j+HASHjsHJM-l) ; Initialize hash positions; 
Increment j and HASH_ COUNT by HASHNUM; 



Calculate hash digest of OUT[0to ( j-1)]. Encrypt and copy hash bytes to OUT []. 
Position ofhash bytes are stored in HASH_POS []. 

C [INDEX2 to (INDEX2+j-l)] ^ OUT [0 to ( j-1)]; increment INDEX2 by j; 



Stop 
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Figure IIB 



Start 



Input: Key K [] and array S []; KEY_ LENGTH - length of K [] 



700 



KX <- K[0]; i ^ 1 

— ^ 



■710 



KX - KX xor K[i]; increment i; 




'720 



730 



p <- KX; KX <- KX * KEY_ LENGTH; 0; j ^ 0; 

H 



■740 



j <-j mod KEY_LENGTH; 
p^p + KU] + KX; 
pos <— (i+p) mod 256; 
S [i] <-> S [pos]; 
increment i; 
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770 



Figure 12 



Start 



Input: DD, Fl and ar ray S []; TW 



Tl <-nDxorFl;T[] kbytes of Ti; 

TLEN <- le ngth of T 



■800 



■805 



i^l;T2 <-T{0] 



'810 



T2 <e- T2 xor T[j]; 
mcrement j; 



.815 




I 1^0; 



TW <- (TW 4- S [T[j]]) mod 256; 
TDl ^ (i + j + T[j] + S[TW]) nx)d 256; 
S[TO]] <^S[TW]; increment j; 



'835 




845 



TW <- (TW + T2) mod 256; 
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Figure 13 



Start 



bput: Fl, COUNT and array S []; 
S_LEN ^ length ofS[]; 



'900 



Tl Least Significant byte of Fl; 
T2 <r- Second least significant byte of Fl; 



'905 



915 

1 




920 



i<- (S_LEN-T1); 

fflDE[Oto (i-1)] S [Tl to S_LEN-1]; 
fflDE [i to (COUNT- 1) ■<- S [Oto 
(COUNT- i -1)]; 



i<-(Tl+ COUNT) 

HIDE [Oto (COUNT- 1) ]<- S[T1 to(i- 1)]; 



i<-l;T3 <r- HIDE[0]; LEN <- length of HIDE []; 



-925 
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T3 <r~ T3 xor HIDE[i]; incrennent i; 




'930 
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i<-0; 



'940 



T4 ^ HIDE[i] BXORT2; mDE[i] <- HIDE[i] BXORT3; 
T3 ^ (T3 + T4) mod S_LEN; increment i; 



'945 




950 



Return HIDE [] ) 



Figure 14 



[ Start ) 



Input: cipher text C[]; decryption Key K[]; Interna 1 Identifier 
"HD"; Percentage of Ran dom Rate "PR" 




1000 



DATA_LENGTH<- length of cipher text; HASH_LENGTH <- length of hash digest; 
INDEX <r- 0; INDEX2 <- 0; Initialize S[0 to 255] <- Oto 255; SI fO to 255] <- Oto 255; 



100] 



Shuffle I : shuffle S[ ] and SI [ ] based on key and store the last shuflHe position as TW 



TW <- (TW * TW + S [ TW] ) mod 256; 



— 1002 



FO <- integer based on the key KD; OD ^ DD + FO; Fl FO; 
Evaluate (Fl, FO) <- (NLFCD D, Fl, FO), Fl) three times; 



1003 



Shuffle II : shuffle S[ ] and SI [ ] based on Fl BXOR HD; (Fl , FO) <~ (NLF(ED , Fl , FO), Fl ) 
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TAR ^ (Least significant byte of Fl ) ( BXOR) PR 



1013 



TAR<- (Least significant byte of Fl)( BXOR) TW 
TAR ^ (TAR+TW) mod 256; 
TW <- (TW + S [ TW] + TAR) mod 256 



1009 



1010 



1011 

\ 



TAR<- (Least significant byte of Fl) ( BXOR) TW 
TW <- TW + S r TW1 



TAR= 10 




Identify "TAR" random data and initialize "HASH_LENGrH" hash bytes. Calculate 
the hash of the mixed data sequence. Decrypt the hash bytes identified. Verify the 
calculated hash is identical to the hash stored in the cipher text. (Figures 17-1 8) 
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(Fl, FO) ^(NLF(nD, Fl, FO), Fl) 



1015 




Figure 15 




1018 



(F 1, FO) ^ (NLF(nD, Fl , FO), Fl) 
COUNT (Least significant byte of Fl) BXORTW 
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1017 



1 



Output: Plain text P[ ]. 



Stop 



Circular copy of COUNT elements ofS [] starting at least significant byte of Fl. Perform 
a mixing (iireversible) transformation and store the data in HIDE []. (Figure 14) 
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(F 1, FO) <- (NLF(nD, Fl, FO), Fl); Tl ^ Fl 
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1024 




TAR ^ integer part of ( TW*PR/1 00) 
TW <~ (TW +PR + S[TW])n)od256 



TAR^ TW 

TW ^ (TW * TW + S [ TW]) mod 256 

TAR^TARxotTW 

TW ^ (TW xor S f TW] 4- TW ) mod 256 
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COUNT ^ DATA^LENGTH - INDEX - 
HASH LENGTH -TAR 



1027 



I 



COUNT <- DATA_LENGTH - 
INDEX -HASH LENGTH 



■1029 



Identify COUNT cipher text and HASH__ LENGTH hash byte 
positions. Decrypt the cipher text, read and decrypt hash bytes, 
and initialize the hash byte positions. Drop TAR rand omnuni)ers 
iromthe combined stream (cipher text and initialized hash 
positions). Evaluate the hash of the data. Verify that the hash 
digest is identical to the digest in the cipher text. (Figures 19-22). 



Decrypt COUNT cipher text, read and decrypt hash 
bytes and initialize HASH_LENGTH hash bytes firom 
the mixed cipher text and hash. Calculate the hash of 
the data. Verify that the hash digest is identical to the 
digest in the cipher text. (Figures 23-24) 
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Figure 16 



Start 

, 1 , 

Input Parameteis:TW, S[ ], C[ ], HASH , LENGTH, TAR, INDEX 

IN [] ^ C [INDEX to (INDEX + TAR + HASH_ LENGTH -1)]; 
Increment INDEX by (TAR+HASH_ LENGTH); 

Initialize RAND_RATIO and HASH_ RATIO reflecting the ratio TAR : HASH_LENGTH 
RAND_COUNT ^ 0; HA SH_ COUNT <- 0; j ^ 0; k 0; HASH_ BYTES []; 




RAND_NUM ^ TW (&&) RAND_RATIO; TW ^ TW (BXOR) S[TW]; 
HASH_NUM^ TW (&&) HASH_RATIO; 
TW ^ (RAND_NUM * TW + S[TW] + HASH_NUM) vnod 256; 




Figure 17 
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Y 



is (HASH_COUNT + HASH NUM) 
>HASH LENGTH 



N 



i 



HASH NUM ^ HASH LENGTH - HASH_COUNT 



1160 



1165 



Identify (j to (j + HA SH_NIJM-1)) positions as hash byte positions; 

Copy IN [ j to (j+HASH_NUM-l)] to HASH_BYTES [k to (k+HASH_NUM-l )] 

IN [j to (j+HASH_NUM-l)] ^ j to (j+HASH_NUM-l); 

hicreTnent k J and HASH_CQUNTby HASH NUM; 




1170 



Y 



N 



is HASH COUNT < HASH LENGTH 



1175 



HASH_NUM ^ HASH^LENGTH - HASH_ COUNT; 
\ Identify (j to (j+ HASH_NUM-1)) positions as hash byte positions. 

Copy IN [j to (j+HASH_NUM-l)] to HASH_ BYTES [k to (k+HASHJSRJM-l)] 
IN y to (j+HASH_NUM-l)] ^ j to (ifHASH_NUM-l); 

hicrement k, j and HASH, COUNT by HASH NUM; 



W180 




Tl <r- Circular Right Shift by one bit; 
TW ^(y+ TWBXORS[TW])nx)d256; 
T2 ^ SI [HASH^BYTESlyl (BXOI^ Tl (BXOR) TW ]; 
HASH_BYTES[y] ^ T2; T3 ^ ( T2 * y + TW ) mod 256; 
S [ T2] ^ S [ T3]; SI [ S[ T2] ] ^ SI[ S[T3] 1; 
Increment y; 



T 
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1195" 



Calculate hash digest of IN [Oto ( j-1)]. If confuted hash is equal to 
HASH BYTES []. continue, else abort decryption. 



Stop 



Figure 18 
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Start 

31 



Input: TW, S[ ], SI [ ], P[ ], C[ ], HASH_LENGTH, COUNT, HIDE[],F1, INDEX, INDEX2,TAR 



T 



IN [ ] ^ C [INDEX to (INDEX + COUNT +TAR+ HASH_ LENGTH - 1)]; 
Increment INDEX by (COUNT + TAR + HASH_ LENGTH) 

Initialize DATA__RATIO and HA SH_RATIO reflecting the ratio COUNT: HASH_ LENGTH 
DATA_COUNT ^ 0; HASH_ COUNT <~ 0; j ^ 0; 

DATA_HASH_PQS [ ]; HASH^BYTES [ ]; OUT [ ] 




is DATA COUNT < COUNT 



1215 



DATA_NUM ^ TW (&&) DATA_RAT10; TW <~ TW (BXOR) S [TW]; 

HASH_NUM^ TW (&&) HASH_RATIO; 

TW <- (DATA_NUM * TW + S [TW] + HASH_NUM) mod 256; 




N 



DATA_NUM^ 1; 

TW <- (TW (BXOR) HIDE [HASH NUM mod COUNT] 



■1225 




HASH_NUM^ 1; TW ^ prW + S [TW] ) mod 256; S [ HASH_NUN^ ^ S [TW]; 
SI r S [HASH NUM]]^ SI [ S [TW] ]; 



DATA_NUM <- COUNT - DATA_C OUNT 
1 



•1245 





mark positions j to (j + DATA NUM - 1) in DATA_HASH_POS [] as cipher text positions; 
increment j and DATA_CQUNT by DATA_NUM; 
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Figure 19 




HASH NUM<- HASH LENGTH - HASH_COUNT 



mark positions j to (j + HASH_NUM-1) in DATA_HASH_POS[ ] as hash positions; 
increinent j and HASH COUNT by HASH NUM; 



1275 




'1265 



mark positions j to 0 + (HASH_LENGrH - HASH_C0UNT>1) for storing hash bytes, 
increment j by (HASH_ LENGTH - HASH_CQUNT) 



T 



1280 



Initialize RAND_RATIO and COMBINE__ RATIO reflecting the ratio TAR: (COUNT + HASH_LENGTH) 



RAND_COUNT^ 0; COMBINE_COUNT^ 0; DATA_COUNT ^ 0; 
HASH_COUNT<- 0;j<-Q;k ^0; 
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COMBINE_NUM<- TW (&&) COMBINE__RATIO; TW ^ (COMBINE^NUM * TW + S [TW]) mod 256 
RAND_NUM ^ TW (&&) RAND__RATIO; TW <- TW (BXOR) S [TW]; 




)^ CQMBIN£__NUM^ 2; TW (TW + S [TW] ) mod 256; S [0] <^ S [TW]; SI [S[0]] ^ SI[S[TW]] 
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Figure 20 



RAND_NUM<~ 1;TW ^(TW (BXOR) HIDE [COMBINE_NUM mod COUNT]) 



1315 



is {DATA_COUNT + COMBINE_NUM + 
HASH_COUNT) > (COUNT + HASH_LENGT} 



N 



COMBINE_NUM <- (COUNT + HASH_ LENGTH)- (DATA_COUNT + HASH_COUNT ) 
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Tl <- Circular Right Shift by one bit; 

TW ^ (y + TW + S[TW] ) mod 256; 

T2 <- SI [INO] BXORTl BXORTW]; 

OUT [DATA_COUNT] ^ T2 BXOR HIDEpATA_COUNT] 

T3 ^ ( T2 + TW ) mod 256; S[T2] <^ S[T3]; 

SI[S[T2]] <^ SI[S[T3]]; increment j and DATA_COUNT 

V 



Copy INO] into HASH_BYTES [k]; 
initialize value at hash position; IN [j] ^ j; 
increment j and k; 
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increment y and COMBINE_COUNT 
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increment y and j; ["^^^ 



1380 



Increment RAND_COUNT by RAND_NUM 
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T4 <r- (COUNT + HASH_LENGTH - COMBINE_COUNT); 

HASH_ BYTES [kto k+T4-l] IN [jto (j+T4-l)]; Initialize T4 hash positions. 

IN [ito(j+T4-l)l -^i to (i+T4-n; increment k, i and COMBINE COUNTbyT4; 
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y <-0 

T4 <- (TAR - RAND COUNT) 
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increment RAND_COUNT by T4 



TW <-( y* TW + S [T W]) mod 256; 



increment y and j 



T 



1420 



fl435 



1425 



Calculate hash digest of IN [0 to ( 

Decrypt data in HASH_BYrES D; 

If computed digest is equal to HASH_BYTES[], 

continue, else abort decryption. 

P [INDEX2 to (INDEX2 + DATA_COUNT- 1 )] 

^ OUT [0 to (DATA_C0UNT-1)] 
increment INDEX2 by DATA„C OUNT; 

^ " . 

. Stop 
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Start 



1500 



Input: TW, S[ ], SI[ ], P[ ], C[ ], HASH_LENGTH, COUNT, HIDE[ ], Fl, INDEX 



IN 0 <- C[INDEX to (INDEX+COUNT+HASH LENGTH-l)]; 

Initialize DATA_RAT10 and HASH_RATIO reflecting the ratio COUNT : HASH_LENGTH 
DATA_COUNT<- 0; HASH_ COUNTS- 0; j <- 0; k <-0; OUT Q; HASH_BYTES []; 
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is DATA COUNT < COUNT 
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\ 



DATA_NUM <- TW (&&) DATA_RATIO; TW <- TW (BXOR) S[TW]; 
HASH_NUM<- TW {&&) HASH_RATIO; 
TW <- (DATA_NUM * TW + S[TW] + HASH_NUM) mod 256; 




DATA_NUM <- 1; TW <- (TW + S[TW] ) mod 256; 
S[HASH_NUM1 o S[TW]; SI [S[HASH_NUM]] ^ SI [S[TW]]; 
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HASH_NUM<- 1;TW <-TW (BXOR) HIDE[DATA_M;M mod COUNT] 



DATA NUM<- COUNT - DATA COUNT 
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Tl <- Circular Right Shift by one bit; TW ^ (y + TW + S[ TW] ) mod 256; 
T2 <- SI [ IN [ j] BXOR Tl BXORTW ]; 
OUT [DATA+COUNT] <- 11 BXOR HIDE[DATA_COUNT]; 
T3 <- ( T2 + TW ) inod 256; S [ T2] <H- S [T3]; 
SI rS r T2n o si rS r TSII; increment j and DATA COUNT; 



increment y; 
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HASH NUM ^ HASH LENGTH - HASH COUNT 
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Identify ( j to (j + HASH NUM-l ) ) positions as hash byte positions; 

Copy IN[j to (j+HASH_NUM-l)] into HASH_BYrES [k to (k+HASH_NUM-l) ]; 

IN [jto (j+HASHJNRJM-1)] ^ j to (j+HASH_NlJM-l) ;Initiali2e hash positions; 

I ncrement j k and HASH COUNT by HASH NUM; 
^ ^ — y — 




HASH_NUM ^ HASH_LENGTH - HASH_ COUNT; 

Identify (j to (j + HASH_NUM-1) ) positions as hash byte positions. 

Copy IN[j to (jfHASH_NUM-l)] into HASH_BYTES [k to (k+HASH_NUM-l)]; 

IN [jto (jfHASHJNUM-l)] ^ jto (j+HASH_NUM-i) ;InitiaIi2e hash positions; 

Increxnent i, kand HASH COUNT by HASH NUM; 
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Calculate hash digest of IN[0 to ( j-1 )]. Decrypt data in HASH_B YTES []. 
If conputed hash bytes is equal to HASH_BYTES[] continue, else abort decryption. 
P [INDEX2 to (INDEX2+DATA_C0UNT-1)] ^ OUT [0 to (DATA_COUNT-l)]; 
increment INDEX2 bv DATA COUNT: 



C 



11 

stop 
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Provide hybrid stream cipher to source 
confuting device and mail server 



-2000 



Mail seiner uploads ED and PR used by 
server coiiputing device 



-2005 



Encrypt message / attachments by confuting 
device 



'2010 



Send encrypted message / attachment to 
mail server 



At mail server, decrypt message / attachments 
to receive plain text 
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-2020 



At mail server, perform table look-up to 
retrieve new IID and PR 



At mail server, encrypt message / attachments 
and send to receiver domain 
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At domain, enciypted message / attachments 
are stored until retrieved 
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Mail server decrypts message / attachments and 



Stop 
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Mail server establishes SSL link with 
source conputing device 
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Mail server generates BED and PR 



Mail server transmits ED and PR using 
SSL link 
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Mail server encrypts message / 
attachment{s) using IID and PR 
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Mail server sends encrypted message / 
attachment(s) to recipient mail server 
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Recipient mail server receives encrypted message / 
attachrDent(s), decrypts and stores in mailbox 
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Start 

User registers with music con^any and 
specifies his usemame and password. 
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User downloads setup program for a media player or an add-in to 
an existing media player with a unique BD built into the player. 



User install media player or add-in. Installation requests the 
password and stores it in the media player as encrypted data. 



User visits the music conpany website, 
selects and buys song. 
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Music conpany encrypts song forthe user. Copyright 
information included as plain text in the encrypted music file. 



User downloads encrypted music file 
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